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Governance - Training and 

induction.
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Making sense of it all
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Set clear roles and 
responsibilities 

1

Develop, implement and 
evolve a comprehensive 
cyber strategy

2

Embed cyber security in 
existing risk management 
practices

3

Promote a culture of 
cyber resilience

4

Plan for a significant 
cyber security event

5

AICD Cyber Security Governance Principles
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Building a Secure Culture

From the top:
• Leverage your existing risk 

oversight

Mindset and Accountability:
• People first

• 80% of threat comes from 

people

AND
• People are the strongest 

control

From

Cyber is an IT 
risk

Reactive, 
compliance

“Black box”

Tech tools

To

Cyber is a 
business risk

Proactive, 
risk-based 

management, 
multi-layered

Measure 
Processes + 
Outcomes

People + 
Process + 

Technology
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Core Cyber Governance Principles

Practical (reasonable?) steps

Conduct a risk assessment

Develop a cyber security policy

Implement cyber security controls

Establish an incident response plan

Train employees

Regularly review and update policies 
and procedure

Monitor and review cyber security 
measures

Engage stakeholders

https://4walls.au/
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Core Cyber Governance Principles
Identify and prioritise potential cyber risks to the organisation and determine appropriate 
measures to manage those risksConduct a risk 

assessment

That outlines the organisation’s approach to cyber security governance, including roles and 
responsibilities, incident response procedures and compliance requirementsDevelop a cyber security 

policy

Based on the organisation’s unique risk profile and the results of the risk assessment, 
such as firewalls, encryption and multi-factor authentication

Implement cyber security 
controls

That outlines procedures for responding to a cyber incident, including identifying the 
incident, containing the damage and reporting the incident to the appropriate authorities

Establish an incident 
response plan

Educate and train employees on cyber security best practicesTrain employees

To ensure they remain effective and aligned with emerging threats and changes in the 
organisation’s risk profile

Regularly review and 
update policies and 
procedure

To ensure their effectiveness and identity areas for improvementMonitor and review cyber 
security measures

Ensure that cyber security governance is a shared responsibility with all stakeholders 
playing a role in protecting the organisation’s assets and data

Engage stakeholders

https://4walls.au/
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Through a Director’s lens

Risk Management Framework

•Are cyber risks an integral part of the organisation’s risk management 
framework?

•How often is the cyber resilience program reviewed at board level?

Identifying cyber risk

•What risk is posed by cyber threats to the organisation’s business?
•Does the board need further expertise to understand the risk?

Monitoring cyber risk

•How can cyber risk be monitored and what escalation triggers should be 
adopted?

Controls

•What is the people strategy around cyber security?
•What is in place to protect critical information assets?

Response

•What needs to occur in the event of a breach?

https://4walls.au/
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End goal: Cyber-resilient organisation

Cyber-resilient 
organisation

Cyber security 
is a strategic 

business 
enabler

Understand 
the economic 
drivers and 
impact of 
cyber risk

Align cyber-
risk 

management 
with business 

needs

Ensure 
organisational 

design 
supports 

cyber security

Incorporate 
cyber security 
expertise into 

board 
governance

Encourage 
systemic 

resilience and 
collaboration
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Build a Secure 

Culture

1. Cyber Strategy

• KPIs

• Policies 

• Board reports

• Technology 

2. Training

• Simulations

• Education

3. Planning

• Communication

• Scenarios 

Behaviours
•Actual or 

intended 
activities of 
employees

Attitudes
•Employees feelings 

about various activities

Knowledge
•Awareness and 

beliefs 
regarding 
practices and 
activities
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Cyber Strategy: 

KPIs, reports, dashboards
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Targeted action plans for 

focused improvement
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4walls cyber dashboard
Insights and assurance at a glance

Track progress over time
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4walls annual cyber programme
Targeted action plans for focused improvement
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